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Alocal area network (LAN) is, for many people, the entry point to the Internet. A LAN physically 

links several PCs to each other and often to a server that hosts shared data or provides access to the 

Internet. This is accomplished with a variety of materials-twisted-wire cables, fiber optics, phone lines, 

and even infrared light and radio signals. 

Whatever the technology, the goal is the same-to send data from one place to another. Usually, the 

data is in the form of a message from one computer to another. The message might be a query for data, 

the reply to another PC's data request, an instruction to run a program that's stored on the network, or a 

message to be forwarded to the Internet. 

If the data or program for which the message asks isn't on the Internet, it might be stored on a PC used 

by a co-worker on the network, or on a file server, which is a specialized computer. A file server is usu­

ally a high-performance PC with multiple large hard drives that are not used exclusively by any individual 

on the network. Instead, it exists only to serve all the other PCs using the network-called clients-by pro­

viding a common place to store data that can be retrieved as rapidly as possible by the clients. Similarly, 

a network might include an Internet server that links the LAN to the Net, CD-ROM iukebox servers, or print 

servers that everyone on the LAN can use for printing. A print server is a PC connected to a printer, or 

a network printer that can be connected to a network without an intervening Pc. 

If a network does not have a dedicated server, it is a peer-to-peer network. In a peer-to-peer net­

work, each individual's PC acts as a server to other PCs-its peers-on the network and also is a client to 

all its peers acting as servers. 

The network must receive requests for access to it from individual PCs, or nodes, linked to the net­

work, and the network must have a way of handling simultaneous requests for its services. When a PC has 

the services of the network, the network needs a way of sending a message from one PC to another so that 

only the node for which it's intended recognizes it, and it doesn't pop up on some other unsuspecting Pc. 

And the network must do all this as quickly as possible while spreading its services as evenly as possible 

among all the nodes on the LAN. LANs are a microcosm of the Internet, even as the LANs are a part of the 

Internet. 

In this chapter, we'll look at the most common types of networks, including the notorious file-sharing 

networks and the works of the most common LAN configuration, Ethernet. 
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How Packets Divvy Up Data 
Sending information digitally isn't all that new. Samuel Morse sent the first telegraphed message in the U.S.-"A patient waiter is no loser."-in 
1838. He used a binary system-dots and dashes-to represent letters in the alphabet. Before Morse, smoke signals did much the same thing, using 
small and large puffs of smoke from Rres. But for a good chunk of the 20ili century, analog signals in telephones, radio, recordings, and lV 5ecame 
the standard ways to send data over great distances. With networking and the Internet, however, digital communications are once more in vogue, 
even replacing analog signals used in television, radio, and telephone. What makes this all possible is something called a packet. 

How Analog Dal'a Works 
~ Analog communication works with two types of waves. 
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A carrier wave, or carrier signal, is a steady, strong wave that car­
ries no information of its own. It is usually sinusaid, which means it has a "'~~~~~~ 
constant waveform, both for amplitude (its loudness) and frequency "\~«t\~~l~~l~~
(how many times it cycles from its high point to low point and back again 
in a second). An FM radio station broadcasting at 104.5 "on the diar!" is 
broadcasting a carrier that cycles 104.5 million times a second. fROt.\: IV ~DDRES\ 
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An infarmation wave is produced by 0 microphone and a recording 
on tape, CD, or DVD. It lacks the carrier wave's strength to cover long dis­
tances. And unlike the carrier signal, it is irregular, changing form con­
stantly due to the processes that produce it. 
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El When the information wave is superimposed on the carrier, the 
information wave modulates the carrier (modulate simply means 
to change something). The informational signal could vary the 
amplitude or the frequency of the carrier. Speech is an example of 
a modulation. Vowels are the carrier that let you project your 
words far enough and clearly enough for others to hear you. 
Consonants are the information signals that transform the "ee' 
vowel into "me," "we," "see," and other variations on the basic 
"ee" sound. When the modulate signal is received (by a radio, lV, 
ampliRer, or human ear), the receiver strips away the known values 
of the carrier signal. What is left is the original information signal. 





file Serv~ (node) 

H'ow Net orks Are laid Out 
Client/ServerNetworks 

A local area network (tAN) is made up of nodes, usually
 
two or more computers in the same building that are linked
 

together with wires or radio signals so that files can move
 

among the computers. In a client/server network, one cen"
 
trElI computer is the file server. The server contains pro­


grams and data files that can be accessed by other
 

computers in the network. Servers are often faster and
 
more powerful thdn personal computers, running a net­


work operating system, or NOS, such as Windows
 

Server 2003, Unix, linux, or Novell NetWare. A NOS
 
manages the movement of files and the network's
 

security by maintaining lists of users, t,heir passwords,
 

and the drives and directories for which a user has
 

been given access privileges. A server is also
 

called a host computer.
 

E1 Some servers specialize in functions 

other than passing out files. A print 

server lets everyone on a network s,hare a printer. Print 
The printer can be attached to a computer on the net­ Server 
work; some printers designed for network use can be (node) 
connected directly to the network without a host Pc. 

Other specialized servers provide shared access to the 

Internet, banks of CD-ROM drives, and tape backup. 

Some servers specialize in running programs that are 
designed for networkwide use, such as an email or 

database server. 

Peer-to-Peer Networks 
In a peer-to-peer network, there is no central server. 

Instead, all computers on the network act as servers to 

every other node. At the same time, all computers on the 

network act as clients to all the other pes. This is the simplest 

type of network to install. Windows 98, Me, XP, 

and Vista come with the software to set up a 

peer-to-peer network. 

I 

.., Clients 

{nodes) 

Personal 

computers 
attached to a server are 

the clients. Clients run the 
gamut from fat c1ients--eomputers 

that run most programs from their own 

hard drives and use a minimum of network ser­

vices-to inexpensive thin clients that might have no 
hard drive at all. They run programs and graphics using their 

own microprocessor, but depend entirely on a server to 
access programs and store data files. A dumb terminal is 

a monitor, keyboard, and the bare minimum of hardware 

needed to connect them to the network. It uses the server's 

microprocessor to perform all functions. 



Wide-Ateli 
Network (WAN) 
When components 
of a networkare 
spread among 
several buildings, 
it becomes a 
wide-area net­
work. Chunks of the net­
work in different locations might be 
connected by phone lines, T1 or T3 con­
nections, leased phone lines, microwaves, 
or the Internet itself. One way to use the 
Internet for a WAN is through a virtual network, software that uses heavy encryption to main­
tain privacy among Internet-connected pes so that they work and fend off hackers as if the scat­
tered nodes were at the ends of Ethernet cables in the next room. 

The Shapes of LANs 
The way that data moves from one node to others in a LAN determines 
the network's topology-its shape. 

Bus topology All the nodes in a LAN are connected along a 
single cable-the bus-stretching from one node to the next. It is 
inexpensive and simple to set up, but a bad connection at one 
of the nodes also takes other nodes off the network. 
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Token ring All the nodes are connected to a giant ring of cabl'e 
that has no real beginning or end. Data travels from one node to 
another by one node grabbing a token of code that endlessly 
loops through the network. The node replaces the token on the ring 
with the node's data and the address of the node for which it's 
intended. The message circles through the ring until another node 
recognizes that the data is addressed to it. 

Star topology The most common shape for a LAN is the star. Several nodes are 
linked to the network by a cable, radio signals, optic fiber, and so on. They lead to a 
common point at the center of the star, where there's a hub, switch, or router (which 
are explained in the next illustration). Data from a node travels to the center of the 
star, where the device located there passes the data along to the node to which the 
data's addressed. Star configurations are often used to connect two LANs. 

(ONNEcnON 
TO ANOTHER LAN 
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How Network Nodes (onnlect 
To become part of a network, a personal computer uses a network interface
 
card (NIC) or an RJ·45 connector that's part of the motherboard. (For
 

portable computers, the interface can be in the form of a PC Card or USB adapter.)
 

Communications signals pass from the PC's RAM and through the connection to a
 
LAN's backbone, the part of the network that carries the most traffic. The backbone
 RJ-45 
and connections leading to and from it might use coaxial cable, fiber-optic cable, connector 
twisted-pair cable, radio waves, and phone and power Wiring to link PCs. The
 
combination of connector, circuitry, wiring, and other hardware determines the net­


work's bandwidth.
 Coaxial 
connectorPlastic insulation C· I( bl

I - - oaxla a e 
From the connector, data can be sent along BNC coaxial cable, like that used for cable tele­

vision. IBNC stands for Bayonet Neill-Conce/man, a fact you will not be quizzed on.) Coaxial 

consists of a single copper wire, which is sheathed by plastic and braided copper that shields 
the center wire from electrical disturbances. Each end of a segment of cable has a bayonet 
connector, which requires only a quarter of a turn to attach the cable. 

Twisted-Pair Wiring 

Each node on the network has a separate twisted-pair cable that connects the node to a central 

hub, router, or switch, which is the center of a star configuration. All of these devices let the 

signals from anyone computer travel to any other node on the network. Any of the connections 
_ .' can be broken without affecting other nodes, 

Color-coded insulation 

~oppe,w;,e, 

Fiber-Optic ...' Wireless 
Instead of using cable conn-ections, 
nodes on the network can con­

nect to the hub, switch, or 
router via radio signals, . 

such as those that Wi­
Fi systems use {see. 

Chapter 29J.ln fact, 
all oftne connection 

methods described 
here (:Qn be used 
togethe'r on the same 
tAN; 
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I SOIlRCfCRC PREAMBLEDATA
4 byte, 8bytetAn Ethernet network sends data from one node to another in packets (see, 46101500 byte, A:~:I~~ 

"How Packets Divvy Up Data," p. 316). Switches and routers use the infor- TYPE DESTINATION 

motion to determine where to forward the packet. In a network joined by hubs, the 2 by'.. ADDRESS 

nodes themselves check the address data to determine which packets to pay attention to and 6 byte, 

which to ignore. 

• Preamble-Synchronizes the network nodes. 
• Destination Address-A single PC or all PCs on a network. 
• Source Address-The address of the computer from which the packet originated. 
• Type-Defines the format used for the data. 
• Data-The actual information. 
• CRC-Cyclical Redundancy Check, which is used to spot transmission errors. 

Hubs, Routers, and Switches 
In a star configuration, a network uses hubs, switches, and/or routers as traffic cops to move data to the right destination and to 
ward off intruders from the Internet. Each of these devices is a simple box with several plugs to accept RJ-45 or fiber-optic cables. 

Hubs 

A hub receives incoming data packets from different nodes and temporarily 
places them in a memory buffer if the hub is busy with another packet. 

El Each packet the hub receives is sent ta every other node regardless of the packet's 

Routers 

A router is similar to a switch, except that a router does not.accept ortrons­
mit broadcast packets. A router requires a specific delivery address· Far a 
node located an the lAN, (But most routers also have switch capability.) 

El Routers provide connections to the Internet at the same time they protect the 
lAN from the Internet. The rules might, for example, require the router to 
block any lAN packet that has a destination address outside the lAN and 
somewhere in thelntemet. 

A switch functions similarly to a hub, but a switch knows which of its connections lead to 
specific nodes. The switch reads a packet's addressing information and transmits the 
packet out only on the line that leads to the node it's addressed to. 
Some packets-for example, one announcing that another computer has come 
online--arrive addressed for broadcast. Tftis means the sending node wants 
all other nodes to see the packet. The switch sends copies of the packet. 

If the packet comes from the Inlemet and is headed toward a nade on the 
lAN~ the router can send the signal to a log-in routine or rejeCt it entirely. 

If the destination address is volid-say, fcr:on email seryeron Ihe~ 
router lets the~ imothe. netWo.rk..• ~~.I'!9,1.i~~"fCt:~.~~.~ 
some routers c"heckihe packers CRc~l'orer.rot$·ihiJt'~~~8I\ ~., 

~l:-~:an~i 1l;:G:h~7~12~~IIl~i~~'0f19I .. ,requ ng .. '.. .. ._''''l;! .... 

El 

addressing. Nodes ignore any packets that are not addressed to them. 

Switches 
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How Phone and Power 
Electrical line 

.;;;,.:.Lines Bring LANs ~ . 
. l ~ ;,liliiii" , :J 

HUWORK DATA rR(Q\lnWl~ 

UtOlUOl CU?JHHTHr;:Ot!UtCY -­
Networks that work over existing electrical wiring or tele­

phone wires use radio frequency waves that spread 
through all the wiring in either the phone or electrical 

systems. The variations on the technologies can use 

on/off pulses or shift between two different frequencies 
to represent bits of data. The data signals can shore 

wires used for electrical or phone because the networks 

operate at frequencies higher than 2MHz. Phone conver­

sations operate between 20Hz and 2.4KHz, and power 

lines cycle at 60Hz in the U.S. 

.111-: 



CHAPTER 24 HOW LOCAL AREA NETWORKS WORK 323
 

Because other uses of the lines dramatically affect their electrical characteristics, both networks must adopt instantly to 

changes in current or voltage. By avoiding the frequencies involved in electrical current and phone signals, electrical 

noise does not contaminate data on the lines. Phone conversations, fox transmissions, and use of appliances plugged 

into power lines continue normally without affecting or being affected by the network transmissions. 




